
After 2 decades of data management being a wild west,
consumer mistrust, government action, and competition
for customers, a new era has begun. Firms that generate
any value from personal data will need to change the way
they acquire, share, protect, and profit from it.
DRIVING CHANGE: CONSUMER MISTRUST
The idea of "surveillance capitalism" has captured
consumer's awareness that their dats is bought, sold,
and used without their consent. 
DRIVING CHANGE: GOVERNMENT ACTION
Federal lawmakers are moving to curtail the power of big
tech by proposing online privacy bills that regulate data
markets and protect personal digital rights.
DRIVING CHANGE: MARKET COMPETITION
Last year, Apple's upgrade to its iPhone operating
system allowed user to shut down data harvesters' ability
to track them across their many app causing billions of
dollars of lost revenue for social media sites.

    Recently, Mike Jefferys, President of
Kidder Jefferys Construction, and his crew
needed a solution as they worked to restore
a nearly 130-year-old staircase in the 1895
Germer-Walker house as several wooden
balusters were damaged or missing and
needed to be replaced.
     The skilled students, employees, and
technology at Gannon University's I-HACK
were the perfect solution. Led by Nick
Devine, a team of Gannon students used a
3D laser scanner to create a digital replica
and designed an exact model to be 3D
printed in our I-HACK maker lab!
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UPCOMING SCHEDULE
CyberPatriot was created to inspire K-12
students toward careers in cybersecurity
or other science, technology,
engineering, and mathematics (STEM)
disciplines critical to our nation's future.
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NATIONAL FINALS: March 17-21, 2023
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     January 22 - 28 is Data Privacy Week hosted by the
National Cybersecurity Alliance. 
     All of your online activity generates a trail of data.
Websites, apps, and services collect data on your
behaviors, interests, and purchases.
     While it's true that you cannot control how each byte of
data about you and your family is shared and processed,
you can control how you share your data!
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The new rules of the data economy are fairly
straightforward, all of them derived from the basic
principle that personal data is an asset held by the
people who generate it. But each rule entails the
breaking of entrenched habits, routines and networks.
RULE 1: TRUST OVER TRANSACTIONS
Firms need to consistently cultivate trust with
customers, explaining in common-sense terms how
their data is being used and what's in it for them. 
RULE 2: INSIGHT OVER IDENTITY
Today's technology makes it possible to inquire insight
from data without transferring the data itself through
co-designed algorithms that facilitate the process of
insight extraction with more structured needs.
RULE 3: FLOWS OVER SILOS
Once all customer data has meaningful consent, CIOs
and CDOs no longer need to work in silos. Instead, CIOs
and CDOs can work together with the common objective
of acquiring maximum insight from consented data.
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